PC Security Review &
Audit

As a result of this pc security review and audit
the customer will be assured of having a per-
sonal computer that is free from spy-ware, ad-
ware, advertising popups, viruses, Trojans,
keystroke retainers, and other malicious soft-
ware code artifacts. In addition, recommenda-
tions for maintenance
of a secure personal

computer will be

made. Along with
comments on web

browsing, personal

identity theft, and soft-

ware purchase consid-

erations, checklists Security is an on-going
process from a bench-
and a work program mark. Lock the door

with @ PC security
review and audit.

will be provided as
training for the PC
owner. The PC owner will perform the secu-
rity audit with the in-home, on-site security
counselor. Remote PC security review and

auditing is also available.
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PC Security Review &
Audit

Do you rely on your PC to perform

financial transactions?

Has your teenager reconfigured

your PC?

Is your PC transmitting more infor-

mation than it is receiving?

Are advertisements appearing at

strangely appropriate times?

This PC security review and audit per-
forms a vulnerability assessment and
subsequently provides a protection
strategy. From the benchmark of a se-
cure system, the PC owner can move
forward with the knowledge that their
system is secure. This ensures if/when
their PC is breached the minimal in re-
covery is required. Their PC operations
is minimally interrupted or delayed.
Their downtime spent on fixing their PC
is lessened. And finally their informa-
tion and/or identity minimally cor-

rupted or lost.

Vulnerability Assessment

During the vulnerability assessment, security weak-
nesses will be identified. In particular, security risks
from the Internet, remote access services, WI-Fls and
virtual private networking will be considered.
Penetration testing, database security considera-
tions, and LAN (local area network) security issues
are separate chargeable activities. Activities in the
vulnerability assessment include:

e checking of anti-virus protection;

e  windows update verification;

e verification of emergency repair disk;

e monitoring of selected event logs;

scanning for ad-ware, spy-ware, and mali-
cious code. And,

e removal of malicious code including registry
entries.

Protection Strategy

Having provided the customer with a secure per-
sonal computer, a protection strategy will be pro-
vided. This strategy could be as simple as schedul-
ing of regular software updates, virus scans, and
security testing. However, depending on the cus-
tomer hardware/software/connection configuration
additional comments may be made concerning:

e |P addresses,

o firewall strategies,

e database encryption,

e password storage, and

e  countermeasures.
In addition, comments on secure web surfing, e-mail
approaches, phishing identification and spam control
will be made.

Maintenance / Business

Contract Available

The attacks on PC owners are changing from kiddy
hacker vandals who want bragging rights to organ-

ized crime. This cyber crime change will even-
tually be controlled through many different
methods. However, while the Internet is being
reconfigured, while standards for e-mail iden-
tification are being discussed, while hard-
ware/software vendors add security to their
products, and while laws such as CAN-SPAM
are being passed, the prudent PC owner may
want routine PC security reviews and audits.
Optional remote services, multiple computer
discounts, and scheduled reviews are avail-
able. Please inquire with your specific needs.

Pricing Summary

Vulnerability assessment (verify windows
update, verify emergency repair disk, verify
PC configuration, check anti-virus software,
scan for malicious software artifacts, check
selected event logs)

Protection Strategy (remove malicious soft-
ware, provide check lists, discuss approaches)

Edmonton Area in-home PC security review
and audit (about 2 hours) $199.95 +GST
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