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Overview 
“open by default, secure by design” 



John Willson  
• Software technologist {first language Fortran II in 1968 – current 

language C#; first web experience Mosaic 1994 – current DNS/HTTPS; …} 

• IT architect {Visio 2  - Client-Server; Mindjet Data Sharing Protocol; … } 

• Consultant { KPMG 1979; current DSS Ltd.; … } 

• { 

 

 

• } 

• Open data evangelist 

 



OData’s Emerging State 

• Open data and OData 

• Other major data exchange protocols 

• Rapid OData adoption 

 



OData’s Emerging State 
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Pre HTTP (1995) 

ODBC 

OSI 

• Credentials 
• MITM 
• OS Invoking 



HTTP/s (Web1) 

FTP / Compression / Ad hoc JS / Home Grown 

• DOS 
• Injection 
• MITM 



Example OData Web Application 

Call HTTP web 
service

• XSS 
• Injection 

• JS 
• SQL 

• DOS 
• HTTP Parameter Overload 
• MITM 

 

Level 3 Advanced Conformance 

Level 2 Intermediate Conformance 

Level 1 Minimal Conformance 



Demo Discussion 
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Demo Discussion 

https://data.environment.alberta.ca/Services/Land/LandRec.svc/ 
 
 
 
https://data.environment.alberta.ca/Services/Land/LandRec.svc/$metadata/ 
 
 
 
 
https://data.environment.alberta.ca/Services/Land/LandRec.svc/Projects?$select=* 
 



Demo Discussion 

 root    payload recipe  
 
 
 

  
https://environmentuat.internal.gov.ab.ca/Services/WaterUseReportingDataQuery/W
URDQService.svc/GetSummaries?stakeholderName=”&apvID=”&fileNumber=’27529’
&priority=”&allocationTypeKey=0&quarterSection=”&section=0&township=0&range=
0&meridan=0&regionKey=0&districkKey=0&municipalityKey=0&riverBasinCode=”&su
bBasinKey=0&waterBodyKey=0&reportingIntervalKey=0&industryActivityKey=0&speci
ficPurposeCode=”&licenseAmountFrom=-1M&licenseAmountTo=-
1M&reportDateFrom=datetime’2000-01-01T00:00:00’&reportDateTo=datetime’2013-
02-27T00:00:00’&$inlinecount=allpages  

Get Water Licenses Example 
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Demo Discussion 

root 
 
 
 

Get Water Licenses Example 



OData Dependencies 

• A lot of other standards 
• Wide use and acceptance 



OData Dependencies 



OData Dependencies 



OData Dependencies 



Example Business Solution Stack 



OData.org Tool xodata 

http://pragmatiqa.com/xodata/?url=https://data.environment.alberta
.ca/Services/Land/LandRec.svc/$metadata/ 

http://pragmatiqa.com/xodata/?url=https://data.environment.alberta.ca/Services/Land/LandRec.svc/$metadata/
http://pragmatiqa.com/xodata/?url=https://data.environment.alberta.ca/Services/Land/LandRec.svc/$metadata/


Conceptual Web APP Security 
Architecture* 

Browser 

* .NET Application Architecture Guide, 2nd Edition modified Figure 3 

Web Server Application Server Database Server Firewall 

• Authentication 
• Protecting 

Sensitive Data 
• IP Filtering 
• Time Shifting 

• Input Validation 
• Authorizing 

Users 
• Handling 

Exceptions 
• Configuration 

Security 

• Authentication 
• Upstream 

identity masking 
• Auditing and 

logging activity 
and transactions 

• Encrypting Data 
• Hashing 

Sensitive Data 

• Preventing Parameter 
Manipulation 

• Protecting Sensitive Data 
• Preventing Session hijacking 

and cookie replay attacks 

Domain 1 Domain 2 

Browser 

• Authentication 
• Protecting 

Sensitive Data 
• IP Filtering 
• Time Shifting 

• Preventing Parameter 
Manipulation 

• Protecting Sensitive Data 
• Preventing Session hijacking 

and cookie replay attacks 



Example Conceptual OData Security 
Architecture 

Browser 

• Input Validation 
• Handling Exceptions 
• Configuration 

Security 
• Auditing  & Logging 

• IP Filtering 
• Time Shifting 

• Preventing Parameter 
Manipulation 

• Preventing Session hijacking 
and cookie replay attacks 

OData Server 

H 
T 
T 
P 
/ 
S 

O 
D 
B 
C 
 

URL Parsing 
HTML Parsing 
 

Database Server 

• Payload Formatting  
• Next Page Setting 



Common Attack Vectors 

• XSS 
• Injection 

• JS 
• SQL 

• DOS 
• HTTP Parameter Overload 
• MITM 

 

• Reputation lost 
• Data Corruption / Masking 
• Misleading 

• Confidential Data Disclosure 
• Outage (opportunity loss) 
• Credential Theft 
 

 



Common Attack Vectors 
• XSS 

 
 
• Injection 

• JS 
 

• SQL 
 
 

• HTTP Parameter Overload 
 

Browser executed scripts to malicious alternative 
website masking as friendly website. 

Browser executed scripts likely on the consuming 
device controlling dynamically binding only during 
the current session – although may persist through 
cookie packing. 

Browser executed scripts likely imbedding on the 
producer data base and persisting through SQL 
manipulation. 

http://www.codeproject.com/Articles/818408/Web-Application-Security-
Vulnerabilities?msg=4909477#xx4909477xx  

http://www.codeproject.com/Articles/818408/Web-Application-Security-Vulnerabilities?msg=4909477#xx4909477xx
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• Return if JSON or ATOM 
• URL length check 
• Non ABNF OD character use 
• Unicode Use 
• Special character use %20, 00, NUL, ‘ %27… 
• HTTP error status codes use 
• Degrade by multiple requests – processing queries $TOP, 

$Orderby, $Skip, $Count, … 
• Multiple $SELECT in one URL 

 

Future Tool Speculation 



ABNF 
<TestCase Rule="odataRelativeUri" 
Name="Query - 
crossjoin"><Input>$crossjoin(Customers,Count
ries)?$expand=Customers($select=Name),Cou
ntries($select=Name)&$filter=Customers/Coun
tryCode eq Countries/CountryCode and 
Countries/Name eq 'USA'</Input></TestCase> 

http://docs.oasis-open.org/odata/odata/v4.0/os/abnf/odata-abnf-testcases.xml
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OData Well Formed URLs 

• ABNF 

 URL character parsing using 
Regex. 

Black hat pattern matching. 
Keyword counting. 
Special character checking. 

Cascading operation 
checking. 

• In firm extensions 

 

$Encypt / $Decrypt 
$Compress / $Uncompress 



• OData is a powerful, feature rich data exchange 
protocol with few security surprises. 

• Standard security practices of COBIT and risk 
management apply to the business solutions that 
use OData as a component. 

• OData version 4 is an emerging standard in a 
world of open web standards. 

• Major attacks involving OData can be defended 
using routine security approaches for web 
services. 

• There is a lot of security help for OData and a 
large body of resources on stream already. 

Summary 



Q & A 



THANK YOU! 

John Willson, 

jwillson@dssltd.com 

Please Remember To Fill Out Your Session 

Evaluation Forms! 
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Selected Tools 

    

1 http://docs.oasis-open.org/odata/odata/v4.0/os/abnf/  

2 http://odatavalidator.codeplex.com/  

3 http://metasapiens.com/sesame/data-browser/  

4 http://download.cnet.com/OData-Browser/3000-2124_4-75231698.html  

5 http://www.mcafee.com/us/downloads/free-tools/oyedata.aspx  

6 http://www.telerik.com/download/fiddler  

7 https://www.wireshark.org/download.html  
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Selected URLs 
    

1 Home OData - The Protocol for REST APIs 
2 DSS Ltd 
3 Home MS Open Tech 
4 OASIS Advancing open standards for the information society 
5 The Open Group 
6 World Wide Web Consortium (W3C) 
7 OWASP 
8 ISACA 
9 MIS Training Institute 
10 semantic odata Search Results Community and Business Groups 
11 Welcome — Association for Computing Machinery 
12 IEEE - The world's largest professional association for the advancement of 

technology 
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